@ ® State of California
v Department of Child Support Services
CCSAS Financial & Data Business Solutions

Informing Notice FYI
DATE January 17, 2013
Topic Security Alert for California Electronic Pay Card (EPC) Users

ISSUE DETAILS

The California Department of Child Support Services (DCSS) has been alerted to mobile phone
applications that may seek personal information from Electronic Pay Card users. Please be aware
the Department currently does not use such applications, and instead makes available self-service
options to our customers that are well-tested and safe to use.

The following security message will appear on the DCSS public website to alert EPC cardholders.

Security Alert for California EPC Cardholders
Protect your privacy and identity.

The California Department of Child Support Services currently does not utilize smart phone
apps for activity related to your California EPC debit card. Using such applications may
subject you to scams which try to fraudulently obtain your banking information, including your
User ID log-on and password.

If you believe your account has been compromised, please call EPPICard. The number is on
the back of your card.

For other ways to protect your personal information and avoid identity theft, visit the California
Office of Privacy Protection. Information is also available at https://www.eppicard.com/.

The following statewide broadcast message will be recorded in English and Spanish on Customer
Connect: 1-866-901-3212. This message will be heard prior to any options being selected.

The California Department of Child Support Services has been alerted to mobile phone
applications that may seek personal information from Electronic Pay Card users. Please be
aware the department does not use such applications. Using such applications may subject
you to scams which try to fraudulently obtain your banking information, including your User ID
log-on and password.
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COUNTY SUGGESTED ACTION

DCSS recommends that county websites be updated with the security alert message noted above.

Should your LCSA receive customer calls about this matter, the broadcast message above may be
used as speaking points.

In case you receive any questions from customers about compromised accounts, please refer EPC
debit cardholders to EPPICard at 1-877-777-1617.

Customer service is our focus: Please contact Business Solutions at
dcssccsasbusinesssolutions@dcss.ca.qov with any questions or concerns. The Business
Solutions e-mailbox is monitored by a team of staff. Questions and issues will be responded
to within 24 hours. If you do not receive a response, please call Ana Vega, Business
Solutions manager, at (916) 464-6672.
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